European Union
EXTERNAL ACTION

EEAS PRIVACY STATEMENT - DATA PROTECTION NOTICE

FOR THE PURPOSE OF
PROCESSING PERSONAL DATA RELATED TO

EU HEADS OF MEMBER STATE MISSION CONTACT LIST
BY THE EU DELEGATION TO KAZAKHSTAN

1. INTRODUCTION

The protection of your personal data and privacy is of great importance to the European External Action Service (EEAS), including
the Delegations of the European Union. You have the right under EU law to be informed when your personal data is processed
[e.g. collected, used, stored] as well as about the purpose and details of that processing.

When handling personal data, we respect the principles of the Charter of Fundamental Rights of the European Union, and in
particular Article 8 on data protection. Your personal data are processed in accordance with Regulation (EU) 2018/1725 on the
protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and
agencies and on the free movement of such data, aligned with Regulation (EU) 2016/679, the General Data Protection Regulation.
In this privacy statement you find information about how the EEAS and EU Delegations process your personal data and what
rights you have as a data subject.

2. PURPOSE OF DATA PROCESSING: Why do we process your data?

The purpose of the present processing activity is to ensure updating of the contact list of EU Heads of Mission based in Nur-
Sultan for the purposes of coordination of the EU external action with MS locally and organisation of EU coordination meetings
in the the host country by the EU Delegation to Kazakhstan, i.e. the EU Ambassador and Head of EU Delegation.

3. DATA PROCESSED: What data do we process?

The data, including personal data, which may be processed for that purpose are the following:
= Name, surname, e-mail address of the Head of mission,
= Mobile phone number

4. DATA CONTROLLER: Who is entrusted with processing your data?

The data controller determining the purpose and the means of the processing activity is the European External Action Service (EEAS). The EU
Delegation entrusted with managing the personal data processing under the supervision of the Head of Delegation is:

EU Delegation to Kazakhstan

[Responsible organisational entity: Head of Delegation Office]

5. RECIPIENTS OF THE PERSONAL DATA: Who has access to your data?

The recipients of your data may be

= EEAS/EU delegation assigned staff — Head and Deputy Head of Delegation, Personal Assistant to the HOD, EU HoMs upon
their request.

Personal data is not intended to be transferred to a third country or an international organisation, except where necessary for
providing access to recipients as described above. In case of international transfers appropriate safeguards are ensured in
accordance with Chapter V of Regulation (EU) 2018/1725. The given information will not be communicated to third parties,
except where necessary for the purposes outlined above.

6. ACCESS, RECTIFICATION AND ERASURE OF DATA: What rights do you have?

You have the right of access to your personal data and the right to correct your inaccurate or incomplete personal data, taking
into account the purpose of the processing. The right of rectification can only apply to factual data processed. Under certain
conditions, you have the right to ask the deletion of your personal data or restrict their use as well as to object at any time to the
processing of your personal data on grounds relating to your particular situation. We will consider your request, take a decision
and communicate it to you without undue delay and in any event within one month of receipt of the request. That period may
be extended by two further months where necessary. For more detailed legal references, you can find information in Articles 14
to 21, 23 and 24 of Regulation (EU) 2018/1725. In specific cases, restrictions under Article 25 of the Regulation may apply. If you
wish to exercise your rights or have questions concerning the processing of your personal data, you may address them to the
Data Controller via the functional mailbox:

Delegation-Kazakhstan@eeas.europa.eu



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1725
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1725
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32018R1725

7. LEGAL BASIS: On what grounds do we collect your data?

Lawfulness:

Processing is necessary for the performance of the task of the EEAS in the public interest and for the management and
functioning of the EEAS/EU Delegation (Article 5 (1) a of Regulation (EU) 2018/1725), for the co-operation between Member
States embassies and the EEAS/EU Delegation.

Legal basis:
= Art. 221 TFUE - “1. Union delegations in third countries and at international organisations shall represent the Union.
2. Union delegations shall be placed under the authority of the High Representative of the Union for Foreign Affairs and
Security Policy. They shall act in close cooperation with Member States' diplomatic and consular missions."
Further legal reference: Council Decision of 26 July 2010 establishing the organisation and functioning of the EEAS
(2010/427/EU) — OJ L 201, 3/8/2010, p. 30.

8. TIME LIMIT & DATA SECURITY: for what period and how securely do we process your data?

Storage period
Personal data is kept for the period of on the duration of the assignment of the Head of mission in Kazakhstan) and will be

erased after a technically necessary period of maximum 6 moths.

In case of an incident, event or enquiry by authorities, data subjects or other concerned individuals' personal data will be
preserved as long as the legal claims arising from the investigations expire or any follow-up action is due. This includes pending
cases, appeals and court judgments to allow for the exhaustion of all appeal and other channels of legal remedies. In any case,
personal data will not be kept longer than 5 years after the judgment on the pending case is final.

When appropriate, personal data contained in supporting documents should be deleted where possible, if that data is not
necessary for archiving, audit, inspection or other control purposes.

Security of data
Appropriate organisational and technical measures are ensured according to Article 33 of Reg. (EU) 2018/1725. The collected

personal data are stored on servers that abide by pertinent security rules. Data is processed by assigned staff members. Access
to specific files requires authorisation. Measures are provided to prevent unauthorised entities from access, alteration, deletion,
disclosure of data. General access to personal data is only possible to recipients with a UserID/Password. Physical copies of
personal data are stored in a properly secured manner.

9. EEAS DATA PROTECTION OFFICER: Any questions to the DPO?

If you have enquiries you can also contact the EEAS Data Protection Officer at data-protection@eeas.europa.eu.

10. RECOURSE

You have, at any time, the right to have recourse to the European Data Protection Supervisor at edps@edps.europa.eu.



http://www.eeas.europa.eu/background/docs/eeas_decision_en.pdf
http://www.eeas.europa.eu/background/docs/eeas_decision_en.pdf

